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Disclaimer

This manual is released by Vecow Co., Ltd. for reference purpose only. All
product offerings and specifications are subject to change without prior notice.
Vecow Co., Ltd. is under no legal commitment to the details of this document.
Vecow shall not be liable for direct, indirect, special, incidental, or consequential
damages arising out of the use of this document, the products, or any third party
infringements, which may result from such use.

Declaration of Conformity

FCC This equipment has been tested and found to comply with the limits for a Class
A digital device, pursuant to part 15 of the FCC Rules. These limits are designed
to provide reasonable protection against harmful interference when the
equipment is operated in a commercial environment. This equipment generates,
uses, and can radiate radio frequency energy, and if it is not installed and used
in accordance with the instruction manual, it may cause harmful interference to
radio communications. Operation of this equipment in a residential area is likely
to cause harmful interference in which case the user will be required to correct
the interference at his own expense.

CE The products described in this manual comply with all applicable European
Union (CE) directives if it has a CE marking. For computer systems to
remain CE compliant, only CE-compliant parts may be used. Maintaining CE
compliance also requires proper cable and cabling techniques.

Copyright and Trademarks

This document contains proprietary information protected by copyright. No part
of this publication may be reproduced in any form or by any means, electric,
photocopying, recording or otherwise, without prior written authorization
by Vecow Co., Ltd. The rights of all the brand names, product names and
trademarks belong to their respective owners.
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Order Information

Part Number | Description

3.5” SBC, onboard Intel Atom® x7-E3950 processor (Apollo Lake-I),
EMBC-2000 2 GigE LAN with IEEE 1588 (PTP), 6 USB, 2 Mini PCle, 1 SIM,
4 COM w/2 isolated, 16 GPIO

3.5” SBC, onboard Intel Atom® x7-E3950 processor (Apollo Lake-),
EMBC-2000C |2 GigE LAN with IEEE 1588 (PTP), 6 USB, 2 Mini PCle, 1 SIM,
2 COM, 16 GPIO

Order Accessories

Part Number

Description

61-13Q1009-0DA

COM Port Cable

61-193102U-156

USB 2.0 Cable

61-13T10LM-3CG

Audio Cable

61-13B0707-386

SATA Data Cable

61-13P0430-08A

SATA Power Cable

61-13S33KM-3CG

KB/MS Cable

WPM-101 Wide-Range 9V to 36V DC-in Power Module
EMBC-2000 Heat Spreader for EMBC-2000 Use
Heat Spreader
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GENERAL INTRODUCTION

1.1 Overview

EMBC-2000 3.5" Embedded Single Board Computer is an all-in-one, high
performance, compact, and energy-saving embedded engine in the market.
Powered by quad-core Intel Atom® x7-E3950 Processor (Apollo Lake-l), single
DDR3L SO-DIMM supports up to 8GB memory; Advanced Intel® HD graphics
505 supports DirectX 12, OpenGL 4.3 and OpenCL 2.1 API, up to 4K resolution;
Vecow EMBC-2000 delivers more than 150% system performance improved
and up to 300% graphics performance enhanced than the embedded engine
powered by the former generation Intel Atom® E3845 SoC.

Featured with VGA, HDMI and dual-channel 24-bit LVDS display interface,
dual GigE LAN support IEEE 1588 Precision Time Protocol (PTP), 4 COM
RS-232/422/485 with 2 Isolated, 6 USB, 1 SIM socket for WiFi/4G/3G/LTE/
GPRS/UMTS, 2 Mini PCle, 1 SATA lll, 16 GPIO, TPM 2.0 supported, fanless
-40°C to 75°C extended operating temperature, optional supports 9V to 36V
wide range DC power input, Vecow EMBC-2000 Embedded Single Board
Computer integrates outstanding performance, lower power consumption, smart
manageability, mobile availability, flexible configuration and rugged reliability for
low-profile embedded applications.

Vecow EMBC-2000 Embedded Single Board Computer delivers outstanding
system performance, compact integrated functions, smart manageability, mobile
availability, trusted reliability and flexible expansion features for your Machine
Vision, Smart Manufacturing, Factory Automation, ITS (Intelligent Transportation
System), Digital Signage, Public Infotainment, POI/POS or any lloT/Industry 4.0
applications.
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1.2 Features

* Quad Core Intel Atom® x7-E3950 SoC (Apollo Lake-I) supports lower power
consumption, up to 3 independent Ultra HD displays

» Supports DDR3L 1866MHz Memory, up to 8GB

* Fanless, -40°C to 75°C Operating Temperature

» Onboard Lockable HDMI, VGA, 24-bit LVDS display interface, up to 4K resolution
» Dual Independent Gigabit LAN, IEEE 1588 (PTP) supported

* 4 COM RS-232/422/485, 2 with Isolated protection

+ SIM Socket for WiFi/4G/3G/ LTE/GPRS/UMTS

« 6 USB, 2 Mini PCle, 1 SATAIII, 16 GPIO

* TPM 2.0 supported

» 12V DC Power Input, optional supports 9V to 36V wide range DC Power Input
» Easy to customize for low-profile system applications

» Optional for M.2/Mini PCle/PCI/PCle expansions
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1.3 Product Specification
1.3.1 Specifications of EMBC-2000

System
Processor Intel Atom® x7-E3950 processor (Apollo Lake-I)
BIOS AMI
SIO IT8786E
Memory 1 DDR3L 1866MHz SO-DIMM, up to 8GB (Non-ECC)
(0N Windows 10, Linux
Graphics
Processor Intel® HD Graphics 505
Interface * HDMI : Up to 3840 x 2160 @30Hz (Lockable)
* VGA: Up to 1920 x 1440 @60Hz
* LVDS : Dual channel 24-bit, up to 1920 x 1200
Audio
Audio Codec Realtek ALC888S-VD, 7.1 Channel HD Audio
Audio Interface 1 Mic-in, 1 Line-out
Ethernet
LAN 1 Intel® 1210 GigE LAN supports IEEE 1588
LAN 2 Intel® 1210 GigE LAN supports IEEE 1588
1/0 Interface
Front I/O * 2 RJ45 Connector
+ 2 USB 3.0 Connector
* 2 USB 2.0 Connector
* 1 Lockable HDMI Connector
* 1 VGA Connector
* 1 Power Button
* 1 Reset Button
Internal 1/0 e 1 ATX 4-Pin Power Connector

e 1 DDR3L SO-DIMM Socket

» 1 USB 2.0 Connector for 2 USB Port

* 4 COM RS-232/422/485 Connector (2 with isolation)
* 2 10-pin Box Header for GPIO

* 1 Mic-in

* 1 Line-out

* 1 LVDS Connector

» 1 LVDS Backlight Connector

* 2 Mini PCle Connector (1 co-lay with mSATA)
* 1 SIM Card Socket

* 1 SATA Connector

* 1 SATA Power Connector

* 1 Fan Connector

* 1 LPC Debug Header

* 1 Reset Header

* 1 Power Header

» 1 Battery Header
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Storage

SATA 1 SATA Il (6Gbps)

MSATA 1 SATA I (Mini PCle type, 6Gbps)
Expansion

Mini PCle 2 Mini PCle Socket :

* 1 Mini PCle for PCle/USB/SIM Card
* 1 Mini PCle for PCle/USB/Optional mSATA

Power

Power Input + Single 12V DC Power Input
* 9V to 36V, DC-in (Optional, via Power Module)

Power Interface ATX Power Connector

Remote Switch 2-pin Terminal Block (Optional)

Others

TPM Optional Infineon SLB9665 supports TPM 2.0, LPC interface

Watchdog Timer Reset : 1 to 255 sec./min. per step

HW Monitor Monitoring temperature, voltages. Auto throttling control when
CPU overheats.

Mechanical

Dimension (W) 102mm x (L) 146mm x (H) 44mm (4.0" x 5.8")

Environment

?eprﬁ;a;;’;?ure _40°C to 75°C (-40°F to 185°F)

Storage Temperature |-40°C to 85°C (-40°F to 185°F)

Humidity 5% to 95% Humidity, non-condensing

Relative Humidity 95% at 75°C

EMC CE, FCC
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1.3.2 Specifications of EMBC-2000C

System
Processor Intel Atom® x7-E3950 processor (Apollo Lake-I)
BIOS AMI
SIO IT8786E
Memory 1 DDR3L 1866MHz SO-DIMM, up to 8GB (Non-ECC)
0Ss Windows 10, Linux
Graphics
Processor Intel® HD Graphics 505
Interface * HDMI : Up to 3840 x 2160 @30Hz (Lockable)
* VGA: Up to 1920 x 1440 @60Hz
* LVDS : Dual channel 24-bit, up to 1920 x 1200
Audio
Audio Codec Realtek ALC888S-VD, 7.1 Channel HD Audio
Audio Interface 1 Mic-in, 1 Line-out
Ethernet
LAN 1 Intel® 1210 GigE LAN supports IEEE 1588
LAN 2 Intel® 1210 GigE LAN supports IEEE 1588
1/0O Interface
Front 1/0O * 2 RJ45 Connector

» 2 USB 3.0 Connector

» 2 USB 2.0 Connector

* 1 Lockable HDMI Connector
* 1 VGA Connector

* 1 Power Button

* 1 Reset Button

Internal 1/0 * 1 ATX 4-Pin Power Connector

1 DDR3L SO-DIMM Socket

« 1 USB 2.0 Connector for 2 USB Port
» 2 COM RS-232/422/485 Connector
» 2 10-pin Box Header for GPIO

* 1 Mic-in

* 1 Line-out

* 1 LVDS Connector

» 1 LVDS Backlight Connector

» 2 Mini PCle Connector (1 co-lay with mSATA)
« 1 SIM Card Socket

» 1 SATA Connector

» 1 SATA Power Connector

* 1 Fan Connector

* 1 LPC Debug Header

* 1 Reset Header

* 1 Power Header

» 1 Battery Header
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Storage

SATA 1 SATA Il (6Gbps)

MSATA 1 SATA I (Mini PCle type, 6Gbps)
Expansion

Mini PCle 2 Mini PCle Socket :

* 1 Mini PCle for PCle/USB/SIM Card
* 1 Mini PCle for PCle/USB/Optional mSATA

Power

Power Input + Single 12V DC Power Input
* 9V to 36V, DC-in (Optional, via Power Module)

Power Interface ATX Power Connector

Remote Switch 2-pin Terminal Block (Optional)

Others

TPM Optional Infineon SLB9665 supports TPM 2.0, LPC interface

Watchdog Timer Reset : 1 to 255 sec./min. per step

HW Monitor Monitoring temperature, voltages. Auto throttling control when
CPU overheats.

Mechanical

Dimension (W) 102mm x (L) 146mm x (H) 44mm (4.0" x 5.8")

Environment

?eprﬁ;a;;’;?ure _40°C to 75°C (-40°F to 185°F)

Storage Temperature |-40°C to 85°C (-40°F to 185°F)

Humidity 5% to 95% Humidity, non-condensing

Relative Humidity 95% at 75°C

EMC CE, FCC
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1.4 Mechanical Dimension
1.4.1 Dimensions of EMBC-2000 SBC

102.0 (4.02")

—97.0 (3.82")

5.0 (0.20")
0.0 (0.00")

0.0 (0.00")

1.4.2 Dimensions of EMBC-2000 Heat Spreader

T

148.0 (5.83")

©

L]

Unit : mm (inch)

127.0 (5.00")

Unit : mm (inch)

1.4.3 Dimensions of EMBC-2000 SBC + Heat Spreader

102.0 (4.02")

E—

LS—]
(St R S |

197.0 (3.82") [%!_

0.0 (0.00")

141.0 (5.55")
146.0 (5.75")
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5.0 (0.20")
0.0 (0.00")
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- 8.7 (0.34"
—_ 16(0.06"
0.0 (0.00")

4.0 (-0.16"
310043

127.0 (5.00")
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GETTING TO KNOW YOUR EMBC-2000

2.1 Packing List

Item Description Qty
1 | EMBC-2000 SBC 1
2 | Driver/ User Manual DVD 1
3 | Screws & Cables (Below)
Item Description Outlook Usage P/N Qty
PHILLPIS : .
1 M2.5X6L N %2 Mini PCle | 53-2426906-30B | 2
PHILLPIS USB 2.0
2 M3x6LNi+Ny @ Cable 53-2426206-80B 4
3 HEX #4-40x % COM Cable | 53-1000172-001 8
4 Audio NUT @), Audio Cable N/A 2

©Vecow EMBC-2000 User Manual
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Item Description Outlook Usage P/N Qty

USB 2.0
5 | USB 2.0 Y-cable /a<:¥ Connector | 617193102U-156 | 1

6 COM Cable | e=— COM

- Connector | 177 3Q1009-0DA 2

Audio

61-13T10LM-3CG 1
Connector

7 Audio Cable

SATA Date
Connector

SATA Data

Cable 61-13B0707-386 1

o SATA Power SATAPower | o4 1450430-08A | 1
Y-cable . Connector

©Vecow EMBC-2000 User Manual GETTING TO KNOW YOUR EMBC-2000 9



2.2 Main Board Expansion Connectors
2.2.1 EMBC-2000 Main Board Pin Header Location
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2.2.2 JPWBTN, JRESET, JSTATUS, JHDD :
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These pin headers can be used as a backup for following functions, hard drive
LED indicator, reset button, power LED indicator, and power-on/off button, which
already be accessed by the front and top panels. The pinouts of Miscellaneous
port are listed in following table :

Group Pin No. Description
1 GND
JPWBTN
2 FP_PWR_BTN_IN
1 GND
Q|1 JRESET
1 5 2 FP_RST_BTN_N
1 PWR _LED_N
JSTATUS
2 PWR _LED P
1 HDD_LED N
JHDD
2 HDD_LED P
2.2.3 Battery
@ o ol go‘ TOE EDDDDDDDDDDDDDDDDDDDDj — %@f O\
[© Offo° O J= = lnmannanonannoopannope] ..
1 o | == DJ]D [O0OCO0COO0— DDDDDDDDDDDDDDDDLDDDDDDDD? )
*@ e ! 4 O o i
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50000000000+

DDDDDDDDDDDDDDDDD*DDDDDDD

g

IO —{000m

00000000000000000  000000000000000000000000000 O
00000000000000000  000000000000000000000000000

The EMBC-2000 real-time clock is powered by a lithium battery. It is equipped
with Panasonic BR2032 190mAh lithium battery. It is recommended that you
should not replace the lithium battery on your own. If the battery needs to be
changed, please contact the Vecow RMA service team.
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2.2.4 CN4 : Audio Connector
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There are 3 audio connectors, Mic-in, Line-in and Line-out, in the top side of EMBC-

2000. Onboard Realtek ALC888S-VD audio codec supports 7.1 channel HD audio
and fully complies with Intel® High Definition Audio (Azalia) specifications.

To utilize the audio function in Windows platform, you need to install
corresponding drivers for both Intel® Apollo lake chipset and Realtek ALC888S-
VD codec. Please refer to Chapter 4 for more details of driver installation.

The pinouts of Audio port are listed in following table :

Pin No. Definition Definition
10 9 1 A_z MIC1-L 2 GND_A
E E 3 A_z MIC1-R 4 GND_EARTH
— — 5 A_z LINEO-R 6 A _z LINEI-R
20 1 7 F_10_SENSE 8 GND_EARTH
9 A _z LINEO-L 10 A z LINEI-L
2.2.5 JUSB1 : Internal USB 2.0 Connector
o1 [0]{g] TF"=2, LELE
AE 1 E S
" 1 [o)Ne) 00 OO0 (oY o
o o u?jffi«j 600006 60000 D%Djé
IHEE P R T
(N \ 5000 0D0: O O 00
O 70 ¥% O :

O

EMBC-2000 main board provides maximum eight expansion USB ports. The
USB interface supports 480Mbps transfer rate which is complied with high
speed USB specification Rev. 2.0.

The USB interface is accessed through one 10-pin JST 1.0mm connector. You
will need an adapter cable while using a standard USB connector. The adapter
cable is a 10-pin connector on one end and a USB connector on the other. The
pin assignments of JUSB1 are listed in the following table :

- Pin No. Definition Pin No. Definition
5 1 USB_VCC 2 USB_VCC
= 3 USB_VCC 4 USB_D_4N
E 5 USB_D 4P 6 USB_D_5N
= 7 USB_D_5P 8 GND
= 9 GND 10 GND
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2.2.6 JP5,CN15 : Mini PCle, mSATA
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Both mSATA and Mini PCle share the same form factor and similar electrical
pinout assignments on their connectors. You can adjust JP5 to choose mSATA
or Mini PCle function. The pin assignments of CN15 and JP5 are listed in the
following table :

JP5
2.4
[3 ] 1-3/2-4 MSATA
1 ? NC Mini PCle (Default)
CN15
Pin No. Signal Name Pin No. Signal Name
51 Reserved 52 +3.3Vaux
49 Reserved 50 GND
47 Reserved 48 +1.5V
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Pin No. Signal Name Pin No. Signal Name
45 Reserved 46 Reserved
43 GND 44 Reserved
41 +3.3Vaux 42 Reserved
39 +3.3Vaux 40 GND
37 GND 38 USB_D+
35 GND 36 USB_D-
33 PETpO 34 GND
31 PETNO 32 SMB_DATA
29 GND 30 SMB_CLK
27 GND 28 +1.5V
25 PERpO 26 GND
23 PERNO 24 +3.3Vaux
21 GND 22 PERST#
19 Reserved 20 reserved
17 Reserved 18 GND

Mechanical Key
15 GND 16 UIM_VPP
13 REFCLK+ 14 UIM_RESET
1 REFCLK- 12 UIM_CLK
9 GND 10 UIM_DATA
7 CLKREQ# 8 UIM_PWR
5 Reserved 6 1.5V
3 Reserved 4 GND
1 WAKE# 2 3.3Vaux
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2.2.7 CN13, SIM : Mini PCle
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Note : The SIM card socket does not support hot-plug. Please make sure to
unplug the system power before inserting the SIM card(s).

The pin assignments of CN13 are listed in the following table :

Signal Name
51 Reserved 52 +3.3Vaux
49 Reserved 50 GND
47 Reserved 48 +1.5V
45 Reserved 46 Reserved
43 GND 44 Reserved
41 +3.3Vaux 42 Reserved
39 +3.3Vaux 40 GND
37 GND 38 USB_D+
35 GND 36 USB_D-
28 PETpO 34 GND
31 PETNO 32 SMB_DATA
29 GND 30 SMB_CLK
27 GND 28 +1.5V
25 PERpO 26 GND
23 PERNO 24 +3.3Vaux
21 GND 22 PERST#
19 Reserved 20 Reserved
17 Reserved 18 GND
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Mechanical Key

Pin No. Signal Name Pin No. Signal Name
15 GND 16 UIM_VPP
13 REFCLK+ 14 UIM_RESET
11 REFCLK- 12 UIM_CLK
9 GND 10 UIM_DATA
7 CLKREQ# 8 UIM_PWR
5 Reserved 6 1.5V
3 Reserved 4 GND
1 WAKE# 2 3.3Vaux

2.2.8 CN6 To CN9 : COM 1 To COM 4 Serial Port
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The serial port 1 to 4 can be configured for RS-232, RS-422, or RS-485 with auto
flow control communication. The default definition of COM 1 to COM 4 is RS-232.
If you want to change to RS-422 or RS-485, you can find the setting in BIOS.

BIOS Setting Function

RS-232

COM 1 (CNB) (Isolated) RS-422 (5-wire)
COM 2 (CN7) (Isolated)
COM 3 (CN8)

COM 4 (CN9)

RS-422 (9-wire)

RS-485

RS-485 w/z auto-flow control
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The pin assignments of CN13 are listed in the following table :

~1000000000%
] ]
S:;ﬁ' PinNo.  RS-232 gsw‘fez) gsw‘:rzez)
1 NC NC NC NC
2 GND GND GND GND
3 S CTS- RI
4 DTR RXD- RXD- | oo
234l 5 CTS | oo CTS+ |  coooeeceeee

6 TXD RXD+ RXD+ | ccoeeoeeeee
7 RTS |  coeees RTS+ |  cooeoeeee
8 RXD TXD+ TXD+ DATA+
9 DSR | oo RTS- | oo
10 DCD TXD- TXD- DATA-

2.2.9 VGA
= g =G
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szszszsz R2
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5

50000@Q1
@ 10000006 @
150000011

Signal Name Signal Name
1 Red 2 Green
3 Blue 4 N/C
5 GND 6 GND
7 GND 8 GND
9 P5V 10 GND
11 N/C 12 DDC Data
13 Horizontal Sync 14 Vertical Sync
15 DDC Clock
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2.2.10 CN12: External USB
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There are 2 USB 2.0 connections available supporting up to 480MB per second
data rate in the top side of EMBC-2000.
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2.2.11 CN5:LAN
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There are 2 8-pin RJ-45 jacks supporting 10/100/1000 Mbps Ethernet
connections. LAN 1 (Right side)/LAN 2 (Left side) are powered by Intel® 1210

Ethernet engine. When both LAN 1 and LAN 2 work in normal status, basic
IAMT function is enabled.

0000000000,

0000000000

oD
° L

Using suitable RJ-45 cable, you can connect EMBC-2000 system to a computer,
or to any other devices with Ethernet connection, for example, a hub or a
switch. Moreover, both of LAN 1 and LAN 2 supports Wake on LAN and Pre-
boot functions. The pinouts of LAN 1 and LAN 2 are listed as follows :

Pin No. 10/100 Mbps 1000Mbps
1 E_TX+ MDIO_P
2 E_TX- MDIO_N
3 E_RX+ MDI1_P
4 ---- MDI2_P
5 | - MDI2_N
6 E_RX- MDI1_N
7 | e MDI3_P
8 | e MDI3_N
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Each LAN port is supported by standard RJ-45 connector with LED indicators to
present Active/Link/Speed status of the connection.

The LED indicator on the right bottom corner lightens in solid green when the
cable is properly connected to a 100Mbps Ethernet network; The LED indicator
on the right bottom corner lightens in solid orange when the cable is properly
connected to a 1000Mbps Ethernet network; The left LED will keep twinkling/off
when Ethernet data packets are being transmitted/received.

LED Location LED Color 10Mbps  100Mbps 1000Mbps 1 8
. Green/ Solid Solid P 1
! Orange Off Green Orange JH WHHHHY H{
Twinkling | Twinkling | Twinkling
Left Yellow Yellow Yellow Yellow % — h%

2.2.12 CON1, J4:LVDS
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CON1
EMBC-2000 supports dual-channel 24-bit LVDS display and up to 1920 x 1200
pixels resolution. The pin assignments of CON1 are listed in the following table :

~2000000000000000000002—

[] []

L nponnoooooonoonoooone

Pin No. Signal Name Pin No. Signal Name

1 PANEL_VDD 2 TXOO0-
3 PANEL_VDD 4 TXO0+
5 PANEL_VDD 6 TXO1-
7 GND 8 TXO1+
9 GND 10 TXO2-
11 GND 12 TXO2+
13 GND 14 TXOC-
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Pin No. Signal Name Pin No. Signal Name

15 GND 16 TXOC+
17 GND 18 TXO3-
19 GND 20 TXO3+
21 GND 22 TXEO-
23 GND 24 TXEO+
25 GND 26 TXE1-
27 GND 28 TXE1+
29 GND 30 TXEZ2-
31 GND 32 TXE2+
33 GND 34 TXEC-
35 GND 36 TXEC+
37 GND 38 TXES3-
39 LVDS_DET# 40 TXE3+

J4

The LCD inverter is connected to J4 via a JST 7-pin, 2.5mm connector providing
+5V/+12V power to LCD display. The pin assignments are listed in the following
table :

| coooooo ||

Signal Name Signal Name
1 +5V 2 +12V
3 +12V 4 LBKLT_CTL
5 GND 6 GND
7 LBKLT_EN
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2.2.13 CN18: Power Input
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EMBC-2000 supports 12V DC power input by wire-to-board connector on the
top side. It can optionally support 9V to 36V input through an additional wide-
range voltage power board, WPM-101. (please find below image and WPM-101
can be selected on the ordering information).
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2.2.14 CN1, CN2 : SATA lll Connector
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There are 2 onboard high performance Serial ATA Ill (SATA 1ll) on EMBC-2000.
It supports higher storage capacity with less cabling effort and smaller required
space. CN1 is co-use with CN15,which is selected by jumper JP5. The pin
assignments of CN1 and CN2 are listed in the following table :

@ Signal Name Pin No. Signal Name
@El 1 1 GND 2 TXP

g© 3 TXN 4 GND

©© 7 5 RXN 6 RXP

@ 7 GND

2.2.15 J1:SATA Power Connector
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EMBC-2000 is also equipped with one SATA power connector. It supports
5V (Up to 2A) and 12V (Up to 1A) current to the hard drive or SSD. The pin
assignments of J1 is listed in the following table :

Pin No. Signal Name Pin No. Signal Name
1 4
OO0 OO0 1 +12V 2 GND
3 GND 4 +5V
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2.2.16 CN16:Riser PCle Slot (Optional)
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CN16 is used to connect with the riser card. The pin assignments of CN16 is
listed in the following table :

A50 A28 A27 A1
(0000000000000CO0DO0DO0 - OOCOOCOODOODODDOODOODOODOo O
© 000000000000000000000o0 OOCO0CoODO0COoooocOODOocoo.
B50 B28 B27 B1
Signal Name Signal Name
A1 P3V3 B1 P3V3
A2 P3V3 B2 P3V3
A3 P3V3 B3 P3V3
A4 N/C B4 N/C
A5 GND B5 S_SMB_CLK
A6 GND B6 S_SMB_DAT
A7 GND B7 GND
A8 +12V_EN_R B8 GND
A9 GND B9 N/C
A10 GND B10 P3V3_A
A11 BUF_PLTRST_N_A B11 PCIE_WAKE
A12 GND B12 GND
A13 CLK_PCle GF1_DP B13 GND
A14 CLK_PCle GF1_DN B14 PCIE_TXP4
A15 GND B15 PCIE_TXN4
A16 PCIE_RXP4 B16 GND
A17 PCIE_RXN4 B17 GND
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Signal Name Signal Name
A18 GND B18 GND
A19 GND B19 PCIE_TXP5
A20 GND B20 PCIE_TXN5
A21 PCIE_RXP5 B21 GND
A22 PCIE_RXN5 B22 GND
A23 GND B23 GND
A24 GND B24 GND
A25 CLK_PCle GF2_DP B25 GND
A26 CLK_PCle GF2_DN B26 GND
A27 GND B27 GND
A28 GND B28 GND
A29 GND B29 GND
A30 N/C B30 N/C
A31 P3V3 B31 P5V
A32 P3V3 B32 P5V
A33 P3V3 B33 P5V
A34 P3V3 B34 P5V
A35 P3V3 B35 P5V
A36 P3V3 B36 P5V
A37 N/C B37 N/C
A38 GND B38 GND
A39 GND B39 GND
A40 USB_D_7P B40 USB_D_6P
Ad1 USB_D_7N B41 USB_D_6N
A42 GND B42 GND
A43 GND B43 GND
Ad4 GND B44 GND
A45 GND B45 N/C
A46 N/C B46 P12V
A4T7 P12V B47 P12V
A48 P12V B48 P12v
A49 P12V B49 P12V
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2.2.17 FAN1 : FAN Power Connector
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Signal Name Pin No. Signal Name
O (@] OO@ 1 GND 2 +12V
3 FAN_TAC 4 FAN_CTL

2.2.18 JPS2:PS/2 Mouse Keyboard Pin Head
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Signal Name Pin No. Signal Name

SIO_MCLK 2 SIO_MDAT
GND 4 SIO_KCLK

SIO_KDAT 6 VCC5_KBMS
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2.2.19 JDIO1,JDIO2 : GPIO
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There is a 16-bit GPIO connector on the top side. Each GPIO channel can be
configuration GPI or GPO. Please refer to below table to see the pin definition in
details. JDIO1 and JDIO2 Pin define are as below.

JDIO1 Definition JDIO2 Definition

1 SIO_GPO70 SIO_GPI80
2 SI0O_GPO71 SIO_GPI81
3 SIO_GPO72 SIO_GPI182
4 SIO_GPO73 SIO_GPI83
5 SIO_GPO74 SIO_GPI84
6 SIO_GPO75 SIO_GPI85
7 SIO_GPO76 SIO_GPI86
8 SI0_GPO77 SIO_GPI87
9 +3.3V +3.3V
10 GND GND
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2.2.20 Bottom Side
(5 7%)
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2.2.21 PWR and HDD LED Indicator
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Power LED (LED1) : If the LED is solid green, it indicates that the system is
powered on.

HDD LED (LEDZ2) : If the LED is on, it indicates that the system’s storage is
functional. If it is off, it indicates that the system’s storage is not functional. If it is
flashing, it indicates data access activities.

LED Color Indication System Status

On/Off : Storage status, function or not.

Orange HDD Twinkling: Data transferring.

Green Power System power status (On/Off)
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2.2.22 Reset Tact Switch
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It is a hardware reset switch. Use this switch to reset the system without power
off the system. Press the Reset Switch for a few seconds, and then reset will be
enabled.
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2.3 Main Board Jumper Settings
2.3.1 Front View of EMBC-2000 Main Board With Jumper Location
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2.3.2 JP3:LVDS Module, Power Selection

7 ?\ = 00000000000000000000, ————
f © @‘ 9, 0o | = ﬁ D0000O0O0
[ o =
o O == Legnnoponognooogonnne=

o 0000 g gx DDDD D 000000 Ooono DDDDDDDDDDDDDDDDDJDDDDDDD,
m@ e o o
u 0 o O0o00O0 o0 o000o00—0000000, Ooooooo0oooo00—000000

50000000000+

000000000000000000000000000

0000
B28 27

a2s A2l

e

00000000
00000000

JP3 provides LVDS voltage selection function, closing Pin 1, 2 is for 3.3V LVDS
power input; closing Pin 2, 3 is for 5V LVDS power input.

Pin No. Function

@[e]@) 1-2 +3.3V (Default)
1 3

2-3 +5V
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2.3.3 JP6:CMOS
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Pin No. Function

1-2 Normal (Default)

2-3 Clear CMOS

2.3.4 JP5 : CN13 mSATA/Mini PCle; CN1 SATA/NC select
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. Pin No. CN15 CN1
4
] 1-3/2-4 MSATA N/C
1 3
N/C Mini PCle (Default) SATA (Default)

2.3.5 JP2:Backlight Control Level Select
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JP2 provides LVDS backlight control selection function, closing Pin 1, 2 is for 3.3V
and closing Pin 2, 3 is for 5V

Pin No. Function

QKOO

1 3

1-2

+3.3V (Default)

2-3

+5V
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2.3.6 JP4 : USB Power Select
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@©]e) 1-2 +5V Standby Power (Default)
1 3

2-3 +5V System Power

2.3.7 JP7 : GPI Signal Pull High Power Rail Select
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@[C]@) 1-2 Pull high to P3V3_A (Default)
1 3

2-3 Hi-Z
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SETUP

3.1 Installing Heat Spreader

Step 1 Remove films on the thermal pads.

Step 2 Finished.
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Step 3 Look at EMBC-2000 CPU.
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3.2 Installing DDR3L Module
Step 1 Find DDR3L SO-DIMM socket. (Note: only Non-ECC supported)

Step 2 Install DDR3L RAM module  Step 3 Finished.
into SO-DIMM socket.
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3.3 Installing Mini PCle Card
Step 1 Find Mini PCle socket.

MARVARRARRRRRRRL = did
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Step 3 Fasten a PHILLIPS M2.5 screw.

FEIDCHLTOO0T SN
LO0S98I9D WL
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3.4 Installing SIM Card
Step 1 Push SIM card slot cover to open.
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Step 3 Install SIM card and close the cover.

LU n

Step 4 Finished.
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BIOS SETUP

4.1 Entering Setup

Bptic Setup Utility

Figure 4-1 : Entering Setup Screen

BIOS provides an interface for users to check and change system configuration.
The BIOS setup program is accessed by pressing the <Del> key when POST
display output is shown.
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4.2 Main Menu

i American M

Compliancy HEFT 5B 14 A|S5et the Time. Use Tab to
Project Version EZ000XXEITO0005 § switch between Time elements.
Build Date and Time 10/19/2018 17:02:34 &
Access Level Administrator
Platform firmware Information
BXT 5CC Do
MRC Version 0.56
PUNIT FW 32
BMC FW (e
TXE FW 3.1.50.2238
ISH FW N/R
GOP 10.0.1036
CPU Flavor BXT Notebook/Desktop ... ——! Select Screen
Board ID Oxbow Hill CRB (06&) §1:= Seleczk Teem
Fab ID FAB A Enter: Seleck

+/—: Change Opt.

Fl: General Help
Memory Information F2: Previous Values
Total Memory 4096 MB F3: Optimized Defaults
Memory Speed 1600 MH=z F4: Save & Exit

ESC: Exit
System Date [Mon 10/22/2018]

Jie ke Rt B v

Figure 4-2 : BIOS Main Menu

The Main menu displays BIOS version and system information. There are two

options on Main menu.

System Data

Set the date. Use <Tab> to switch between date elements.

System Time

Set the time. Use <Tab> to switch between time elements.

4.3 Advanced

2018 American Megatrends, Inc.

SMART Settings
ITB786 Super IO Configuration
Hardware Monitor

CPU Configuration
Network Stack Configuration
CS5M Configuration
USE Configuration

YYYYYYTYY

Serial Port Console Redirection

Sy=stem ACPI Parameters.

—: Select Screen
TSl e IiEem

Tt e I

Figure 4-3 : BIOS Advanced menu

Select advanced tab to enter advanced BIOS setup options, such as CPU
configuration, Network configuration, and USB configuration.
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4.3.1 ACPI Settings

Aptio Setup Utility - Copyright (C) 2018 Zmerican Megatrends, Inc.

Advanced

Enables or Disables System
ability to Hibernate (05/54
Sleep State). This option may
be not effective with some 05.

ACPTI Settings

ACPTI S5leep State [53 (Suspend to RAM)]

Figure 4-3-1 : ACPI Settings
Enable Hibernation
Enables or Disables System ability to Hibernate (OS/S4 Sleep State). This
option may be not effective with some OS.

ACPI Sleep State
Select the highest ACPI sleep state the system will enter when the SUSPEND
button is pressed.

4.3.2 SMART Settings

Aptio Setup Utility - Copyright (C) 2018 American Megatrends, Inc.

Advanced

Run SMART S5elf Test on all
HDD= during POST.

SMART Settings

Figure 4-3-2 : SMART Settings

SMART Self Test
Run SMART Self Test on all HDDs during POST.

4.3.3 IT8786 Super 10 Configuration

Aptio Setup Utility - Copyright (C) 2018 American Megatrends, Inc.

Set Parameter=s of Serial Port
1 (CcMZ)

IT8786 Super IO Configuration
Super IO Chip IT878
Serial Port 2 Configuration

Serial Port 3 Configuration
Serial Port 4 Configuration

y¥T7Yvy

Figure 4-3-3-1 : Super 10 Settings

Aptio Setup Utility - Copyright T Inc.

Advanced

Enable or Disable Serial Port
[COM)

Serial Port 1 Configuration

Device Settings

Change Settings
Interface Mode

I0=3F8h; IRQ—4;

[Auta]
[R5-232 Mode]
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Figure 4-3-3-2 : Super 10 Serial Port Configuration

Serial Port 1 to Port 4 Configuration

Options for Serial Port 1 to Serial Port 4.

Entering the corresponding Port option then end user can change the settings
such as /0 resource and UART mode.
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4.3.4 Hardware Monitor

Aptio Setup Utility - Copyright Megatrends, Inc.
Advanced

Pc Health Status This wvalus controls the
temperature of the ACPT

System temperaturel : 460 T Critical Trip Point - the

Fanl Speed 1 H/A point in which the 05 will

VCore : +0.876 V shut the =system off.

DDR L et i HOTE: 100C is the Plan Of

+12V s +12.024 W Record (POR) for all Intel

+5V : +4.5980 V mobile processors.

+3.3W st o2

Figure 4-3-4 : Hardware Monitor Settings

The IT8786 SIO features an enhanced hardware monitor providing thermal, fan
speed, and system voltage's status monitoring.

Critical Trip Point

This value controls the temperature of the ACPI Critical Trip Point - the point in
which the OS will shut the system off.

4.3.5 Serial Port Console Redirection

Aptio Setup Utility - Copyright Inec.

Advanced

Console Redirection Enable or
CcoMo Disable.

» Console Redirection Settings

Legacy Console Redirection
P Legacy Console Redirection Settings

Serial Port for Out-of-Band Management/

Windows Emergency Management Services (EMS)

Console Redirection [Disabled]
> Console Redirection Settings

Figure 4-3-5 : Serial Port Console Redirection Settings

Console Redirection
Console Redirection Enable or Disable.

Console Redirection Settings

The settings specify how the host computer and the remote computer (which
the user is using) will exchange data. Both computers should have the same or
compatible settings.

Legacy Console Redirection
Legacy Console Redirection Settings.

Serial Port for Out-of-Band Management/Windows Emergency Management

Services (EMS)
Console redirection enable or disable.
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4.3.6 CPU Configuration

» Socket 0 CPU Information

Figure 4-3-6-1 : CPU Configuration

Active Processor Cores
Enable this to disable core in each processor package.

Intel Virtualization Technology
When enabled, a VMM can utilize the additional hardware capabilities provided
by Vanderpool Technology.

VT-d
Enable/Disable CPU VT-d.

Figure 4-3-6-2 : CPU Information

Socket Specific CPU Information.

©Vecow EMBC-2000 User Manual BIOS SETUP 43



Inc.

Advanced

CPU Power Management Configuration Enable/Disable Intel SpeedStep
Turbo Mode [Di=zabled]

Boot performance mode [Max Performance]

Power Limit 1 1z

Figure 4-3-6-3 : CPU Power Management
EIST

Enable/Disable Intel SpeedStep.

Turbo Mode
Turbo Mode.

Boot performance mode

Select the performance state that the BIOS will set before OS handoff.

4.3.7 Network Stack Configuration

Inc.

Advanced

Enable/Disable UEFI Hetwork

Ipv4 PXE Support [Di=abled] Stack
Ipva PXE Support [Di=abled]

PXE boot wait time a

Media detect count 1

Figure 4-3-7 : Network Stack Settings
Network Stack

Enable/Disable UEFI Network Stack.

Ipv4 PXE Support
Enable Ipv4 PXE Boot Support. If disabled IPV4 PXE boot option will not be
created.

Ipv6 PXE Support
Enable Ipv6 PXE boot Support. If disabled IPV6 PXE boot option will not be
created.

PXE boot wait time
Wait time to press ESC key to abort the PXE boot.

Media detect count
Number of times presence of media will be checked.
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4.3.8 CSM Configuration

Inc.

Advanced

Compatibility Support Module Configuration Enable/Di=zable CS5M Support.
C5M16 Module Version Be. AT

Gateh2 Active [Upon Redgquest]

INT1S5 Trap Response [Immediate]

Boot option filter [UEFI and Legacy]

Option ROM execution

Network [UEFI] ——! Select Screen
Storage [UEFI] {1= Sele=t Item
Video [UEFI] EnEEccelect
Other PCI dewvices [UEFI] +/-: Change Opt.

Fl: General Help

F2: Previous Values
F3: Optimized Defaults
F4: Save & Exit

Figure 4-3-8 : CSM Settings

CSM Support
Enable/Disable CSM support.

GateA20 Active

UPON REQUEST - GA20 can be disabled using BIOS services. ALWAYS - do
not allow disabling GAZ20; this option is useful when any RT code is executed
above 1MB.

INT19 Trap Response
BIOS reaction on INT19 trapping by Option ROM : IMMEDIATE - execute the
trap right away; POSTPONED - execute the trap during legacy boot.

Boot option filter
This option controls Legacy/UEFI ROMSs priority.

Network
Controls the execution of UEFI and Legacy PXE OpROM.

Storage
Controls the execution of UEFI and Legacy Storage OpROM.

Video
Controls the execution of UEFI and Legacy Video OpROM.

Other PCI devices

Determines OpROM execution policy for devices other than Network, Storage,
or Video.
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4.4 Chipset

Inc.

North Bridge Parameters
= South Bridge
» LVDS Configuration
> Uncore Configuration
= South Cluster Configuration

Figure 4-4 : Chipset

North Bridge
North Bridge Parameters.

South Bridge
South Bridge Parameters.

LVDS Configuration
LVDS Configuration.

Uncore Configuration
Uncore Configuration.

South Cluster Configuration
South Cluster Configuration.

4.4.1 North Bridge

Aptio Setup Utility - Copyright Inc.

Maximum Value of TOLUD.
Memory Information

Total Memory 40896 ME (DDR3L)
Memory SlotO 4096 MB (DDR3L)
Above 4GB MMIC BIOS assignment [Di=zabled]

Figure 4-4-1 : North Bridge Settings

Max TOLUD
Maximum Value of TOLUD.

Above 4GB MMIO BIOS assignment

Enable/Disable above 4GB MemoryMappedlO BIOS assignment. This is
disabled automatically when Aperture Size is set to 2048MB.
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4.4.2 South Bridge

Aptio Setup Utility - Copyright

Chipset

Inc.

05 Selection

Serial IRQ Mode

Configure Serial IRQ Mode.

OS Selection

[Window=]

Figure 4-4-2 : South Bridge

Configure Serial IR Mode.

Select the target OS. There are some settings difference between windows and
Linux. We advise you to change this option with the OS you will use.

4.4.3 LVDS Configuration

Aptio Setup Utility — Copyright

Chipset

Inc.

LCD Resolution Control

Figure 4-4-3 : LVDS Panel Settings

Select LCD Panel Resclution
800x600-NLB1045V01L-01
1024x600 LVDS
1024xT68-TM150TDSGTO V1.3
1280x800-G101EVNO1.0
1280x1024 LVDS
1366xT6E-GF1E85XN01V1
1600x1200 LWVDS
1920x1080-T215HVNO1.0
1320x1080-AUOG215HVND1. 0
1024xT6E-G104XVNO1.0

The LVDS Configuration option will be present if LVDS panel is connected on

system.

LCD Panel Type

Select LCD Panel Resolution.
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4.4.4 Uncore Configuration

Inc.

Chipset

Enable @: Enable Integrated

IGD Configuration Graphics Device (IGD) when
selected as the Primary Video

Primary Display [IGD] Adaptor. Disable: Alwarys

GIT Size [BME] di=able IGD

Aperture S5ize [256ME]

DVMT Pre-Allocated [e4M]

DVMT Total GEfx Mem [258M]

Cd Clock Freguency [624 MH=z]

—+—: Select Screen
f1:= Sele=c Teem
EnkeraSelar

Figure 4-4-4 : Uncore Configuration

Integrated Graphics Device
Enable : Enable Integrated Graphics Device (IGD) when selected as the Primary
Video Adaptor. Disable : Always disable IGD.

Primary Display
Select which of IGD/PCI Graphics device should be Primary Display

GTT Size

Select the GTT Size
Aperture Size

Select the Aperture Size

DVMT Pre-Allocated
Select DVMT 5.0 Pre-Allocated (Fixed) Graphics Memory size used by the
Internal Graphics Device

DVMT Total Gfx Mem
Select DVMT5.0 Total Graphic Memory size used by the Internal Graphics
Device

Cd Clock Frequency
Select the highest Cd Clock frequency supported by the platform
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4.4.5 South Cluster configuration

Aptio Setup Utility - Copyright Inc.

Chipset

PCI Express Configuration
Settings
» SATA Drives
» Miscellanecu=s Configuration

Figure 4-4-5 : South Cluster Settings

4.4.5.1 PCl Express Configuration

Aptio Setup Utility - Copyright (C) 2018 American Megatrends, Inc.

PCI Expre=ss Configuration PCI Express Clock Gating
Enable/Dizable for esach root
Compliance Mode [Di=zabled] port.
P Riser Card S5lot 1
» Riser Card S5lot 2
= Intel (R) Ethernet Controller I210-1
= Intel (R) Ethernet Controller I210-2

» mPCIE]1 with 5IM
» MECIEZ/mSATR

Figure 4-4-5-1 : PCI Express Settings

PCI Express Clock Gating
PCI Express Clock Gating Enable/Disable for each root port.

Compliance Mode
Compliance Mode Enable/Disable.

Riser Card Slot
Riser Card Slot settings.

Intel(R) Ethernet Controller 1210
Intel(R) Ethernet Controller 1210 Settings

Mini PCle Slot with SMI
Mini PCle Slot with SIM settings.

Mini PCle/mSATA
Mini PCle/mSATA Slot Settings.
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4.4.5.2 SATA Drivers

Aptio Setup Utility - Copyright Inc.

Chipset

5ATA Drives Enables or Disables the
Chip=set SATA Controller. The
Chip=set S5ATA controller
supports the 2 black internal
SATZ ports (up to 3Gbfs

supported per port).

Chipset-5ATA Controller Configuration

SATA Mode Selection [AHCT]
Aggressive LPM Support [Di=abled]

SATA Port O Phison S55B064G (64.0GB)
Software Preserve Unknown

Port O [Enabled]

Spin Up Device [Di=abled]

SATA Device Type

SATA Port 1
Software Preserve
Baort 1

Spin Up Device
SATA Device Type

[Hard Disk Drive]

[Not Installed]
Unknown

[Enabled]
[Di=zabled]

[Hard Disk Drive]

T4

Enter: Seleck

+/=:
(s

Select Screen
Select Item

Change Opt.
General Help

F2: Previous Values
F3: Optimized Defaults
F4: Save & Exit

ESCG: ExX1t

Figure 4-4-5-2 : SATA Devices Settings

Chipset SATA
Enables or Disables the Chipset SATA Controller. The Chipset SATA controller
supports the 2 black internal SATA ports (up to 3Gb/s supported per port).

SATA Mode Selection
Determines how SATA controller(s) operate.

Aggressive LPM Support
Enable PCH to aggressively enter link power state.

Options for each SATA port :
Port 0/1
Enable or Disable SATA Port.

Spin up Device
If enabled for any of ports Staggerred Spin Up will be performed and only the
drives which have this option enabled will spin up at boot. Otherwise all drives
spin up at boot.

SATA Device Type
Identify the SATA port is connected to Solid State Drive or Hard Disk Drive.
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4.4.5.3 Miscellaneous Configuration

Aptio Setup Utility - Copyright Inc.

Miscellaneous Configuration Specify what state to go to
when power is re-applied after

Board Clock Spread Spectrum [Di=able] a power failure (G3 state).

Wake On Lan [Di=able] 50 State: System will boot

BIOS Lock [Enabled] directly as soon as power

RTC Lock [Enabled] applied.

Flash Protection Range Registers | [Disabled] 55 State: System keeps in

power—off state until powWer
button is pressed.

Figure 4-4-5-3 : Miscellaneous Configuration

State After G3

Specify what state to go to when power is re-applied after a power failure
(G3 state).

SO State : System will boot directly as soon as power applied.

S5 State : System keeps in power-off state until power button is pressed.

Board Clock Spread Spectrum
Enable Clock Chip's Spread Spectrum feature.

Wake On Lan
Enable or Disable the Wake on Lan.

BIOS Lock
Enable/Disable the SC BIOS Lock Enable feature. Required to be enabled to
ensure SMM protection of flash.

RTC Lock
Enable will lock bytes 38h-3Fh in the lower/upper 128-byte bank of RTC RAM.

Flash Protection Range Registers (FPRR)
Enable Flash Protection Range Registers.
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4.5 Security

Password Description

If ONLY the Administrator's password is set,
then this only limit=s access to Setup and is
only asked for when entering Setup.

If ONLY the User's password is set, then this
is a power on password and must be entered to
boot or enter Setup. In Setup the User will
have Administrator rights.
The password length must be
in the following range:
Minimum length

Maximum length

(O

User Password

HDD Security Configuratiom:
PO0:Phison SS5BO&4GPTCO-591

P Secures Boot

Figure 4-5 : BIOS Security Menu
Setup Administrator Password
Set Setup Administrator Password

User Password
Set User Password

Secure Boot
Customizable Secure Boot Settings.

4.5.1 HDD Security Configuration

p Uctility - Copyright (C)

Security

Set Setup Administrator
Password

Sele=E S Eree

——1

11 SeltecETEomn

Enter: Select

+/-: Change Opt.

Fl: General Help

F2: Previous Values
F3: Optimized Defaults
F4: Save & Exit

ESC: E=xit

I

ends,

HDD Password Description

Allows Access to Set, Modify and Clear
HardDisk User and Master Passwords.
User Password need to be installed
Enabling Security. Master Password
be Modified only when successfully
with Master Password in POST.

If the 'Set HDD Password' option is grayed out,
do power cycle to enable the option again.

for
can
unlocked

HDD PASSWORD CONFIGURATION:

Security Supported e

Security Enabled No

Security Locked NHo

Security Frozen No

HDD User Pwd Status NOT INSTALLED
HDD Master Pwd Status INSTALLED

Figure 4-5-1 : HDD Security Settings

Set User Password
Set HDD user password.

***Advisable to Power Cycle System after Setting Hard Disk Passwords

Set HDD User Password.

**% Advisable to Power Cycle
System after Setting Hard Disk
Bagswords #k%,

Discard or Save changes option
in setup does not have any
impact on HDD when password is
set or remowved. If the "Set
HDD User Password' option is
grayed out, do power cycle to
enable the option again

—+: Select Screen
11 SelecE TEcn

Enter: Seleck

+/-: Change Opt.

Fl: General Help

F2: Previous Values
F3: Optimized Defaults
F4: Save & Exit

ESC: Exit

*k*

Discard or save changes option in setup dies not have any impact on HDD
when password is set or removed. If the "Set HDD User Password" option is
grayed out, do power cycle to enable the option again.
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4.5.2 Security Boot

Apcio Secup Ocilicy

Securicy

Syscem Made Secup Secure Boort activated when:
Vendor Heys Hor Modified Secure Boor iz enabled
Platform Key(PE) i= enralled,
System mode is User/Deplaoyed,
Har Accive and C5M iz dizahled

Secure Baot Cuacomizacion [3candard]
* Bescare Faccory Keys
» Bessr To Secup Made

F Hey Management

Figure 4-5-2 : Security Boot Settings

Secure Boot
Secure Boot activated when : Secure Boot is enabled Platform Key (PK) is
enrolled, System mode is User/Deployed, and CSM is disabled.

Secure Boot Customization

Secure Boot mode — Custom & Standard, Set UEFI Secure Boot mode to
STANDARD mode or CUSTOM mode, this change is effect after save. And after
reset, the mode will return to STANDARD mode.

Key Management
Enables expert users to modify Secure Boot Policy variables without full

authentication.
4.6 Boot
Baac Canf.tg‘u.ra:.ton Humber of =zeconds to waic for
SECUD astivacion kE'_ll'.
Bastup Numlack Scace [on] 65535 (ORFFFF) meanz indafinire
Quisc Baat [Dizabled] waiting.

Haot Option Priarities

Haot Option #1 [Windows Boot Manage...]
Hoot Opcion #2 [TEFI: Builc-in EFT ...]
Wew Basr Oprian Palicy [Defanle]

Figure 4-6 : BIOS Boot Menu

Setup Prompt Timeout
Number of seconds to wait for setup activation key. 65535 (OxFFFF) means
indefinite waiting.

Bootup NumLock State
Select the keyboard NumLock state.

Quiet Boot
Enables or disables Quiet Boot option.

Boot Option #x
Sets the system boot order.

New Boot Option Policy
Controls the placement of newly detected UEFI boot options.
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v - Copyright Inec.
Save & Exit

Save Options Exit system setup after saving
the changes.
Discard Changes and Exit

Save Changes and Reset
Diszcard Change=s and Reset

Save Changes
Dizcard Changes

Default Options
Restore Defaults
Save as User Defaults

Restore User Defaults —: Select Screen
T1: Seleck Tcem

Boot Override F e Sed e

TUEFI: Built-in EFI Shell +/-: Change Opt.

Windows Boot Manager (PO: Phi=son SSBO&4GPTCO-581}) Fl: General Help

Launch EFI Shell from filesystem device F2: Previous Values

F3: Optimized Defaults
Fd4: Save L Fxit

Figure 4-7 : BIOS Save and Exit Menu

Save Changes and Exit
Exit system setup after saving the changes.

Discard Changes and EXxit
Exit system setup without saving any changes.

Save Changes and Reset
Reset the system after saving the changes.

Discard Changes and Reset
Reset system setup without saving any changes.

Save Changes
Save Changes done so far to any of the setup options.

Discard Changes
Discard Changes done so far to any of the setup options.

Default options :
Restore Defaults
Restore/Load Default values for all the setup options.

Save as User Defaults
Save the changes done so far as User Defaults.

Restore User Defaults
Restore the User Defaults to all the setup options.
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APPENDIX A : Isolated DIO Guide

A.1 Function Description

The EMBC-2000 offers a 16-bit GPIO a pair of 10-bit internal connector and a
watchdog timer. GPIO definition is shown below:

o "o s
L S
S s
o olEil
==
% [el[e .
= [ } " - s[1 [JC 1 [ O O

= |00 £l 5 oS0 O

E i 3 @o @o ===
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wLC] % | % i P s o
@ @ °° eooo ©o oy e
R0 Rz RIO vz s =
600006 00000 g g
@@oao(} | 00ooD 000w ‘% £
P8 ] - 0000 %8000 0. o5 g
(o b@ 00 0; ==
o g 355 g1l
O F5E O :
Qw © @% 1500 00 Ou @ @‘) o(y
‘ d T

JDIO1 Definition

JDIO2 Definition

1 SI0_GPO70 SIO_GPI80
2 SI0_GPO71 SIO_GPI81
3 SI0_GPO72 SIO_GPI82
4 SI0_GPO73 SIO_GPI83
5 SI0_GPO74 SIO_GPI84
6 SI0_GPO75 SIO_GPI85
7 SI0_GPO76 SIO_GPI86
8 SI0_GPO77 SIO_GPI87
9 +3.3V +3.3V

10 GND GND
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A.2 Software Package Contain

Distribution folder include x32 and x64 versions, use batch file for installation.
There are included as fallowed:

Win7_32.bat:
Installation for 32-bit driver
Win7_64.bat:

Windows update package which driver required
(need to restart), and Installation for 64-bit driver

Win8_32.bat, Win8_64.bat;

Installation for driver, and guideline to Framework

3.5 distribution for sample

Win10_32.bat, and Win10_64.bat:

Installation for driver, and

installation to Framework 3.5 distribution for sample
Uninstall_32.bat, and Uninstall_64.bat:
Uninstallation for driver

Run batch file as Administrator.

Support Windows 7 above.
Make sure Windows version before installation.
Runtime folder include head file for software developer or System Integration.
Sample folder include sample program, driver library, and API library.
Source folder include sample program source code that compile on Visual
Studio 2008.

A.3 Sample

Execute DIO Demo tool (EMBC2K.exe).

Sample EMBC2K.exe, as shown below:

=] drv.dll
2] EMBC2K.dII
¥ EMBC2K.exe

Distribution
Funtime
Sample

Source

Uninstall_32
Uninstall_g4
Win7_32
Win7_64
Win8_32
Win8_64
Win10_32
Win10_64

GPIO
Read

Write
WDT

§¢ EMBC-2000

%
erer|| ||e|e|e|e|1]|1|1|1|e]|e|e|e|1]|1|1]2
ror||erer||>| [e] oo [e][1][][][:]le]e]|le]e|[+]]:]:]
FOFe| peee EEEHRRRRHEEERRRR
8 el el el'| e
a}e’ra’rara
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GPIO group:
Read button:
Set GPIO configuration to get GPIO state.
Write button:
Set GPIO configuration to set GPIO state.
GPIO output text:
User setting, GPIO output state by hexadecimal bitmask - High/Low.
Use for Write button activate.
GPIO writable text:
User setting, GPIO writable of GPIO configuration by hexadecimal bitmask -
yes/no.
Use for Read/Write button activate.
GPIO input text (read only):
GPIO input state by hexadecimal bitmask - High/Low.
Use for Read button activate.
GPIO text (read only):
GPIO output state with input state and configuration.
Use for Write button activate.
GPIO output text (read only):
GPIO output state with configuration.
Use for Write button activate.
GPIO input pin check button (read only, pin 18 ~ pin 11, pin 8 ~ pin 1):
GPIO input pin state
Use for Read button activate.
GPIO output pin check button (pin 18 ~ pin 11, pin 8 ~ pin 1):
User setting, GPIO output pin state
Use for Write button activate.
GPIO pin writable check button (pin 18 ~ pin 11, pin 8 ~ pin 1):
User setting, GPIO pin writable of GPIO configuration.
Use for Read/Write button activate.
WDT group:
Write button:
Set WDT when WDT setup text is valid.
Stop button:
Cancel WDT and counting.
Use after Write button action.
WDT setup text:
User setting, WDT value, unit: second.
Use for Write button activate.
WDT counting text (read only):
WDT counting by program timer after set WDT.
Shown after Write button action.
WDT setup day format texts (user setting):
User setting, WDT value, format: day‘hour’minute’second.
WDT counting day format text (read only):
WDT counting, format: day‘hour’minute’second.
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APPENDIX B : Software Functions

B.1 Driver APl Guide

In Runtime folder, on EMBC2K.h:
_DLL_IMPORT _ definition is used on LoadLibrary API for EMBC2K.dII.
EMBC2K_EXPORTS definition is used on EMBC2K.dIl building.
Otherwise, that is used to compile with EMBC2K.lib

BOOL Initial()
Initial machine for GPIO, and watchdog timer
Return:
TRUE (1): Success;
FALSE (0): Fail (Driver not exists, or initial error (version is too old, or
machine not match))

BOOL GetGPIOConfig(WORD *Mask)
Get GPIO configuration (by variable)
Mask ([15:0]): In/Out, pin setting by hexadecimal bitmask
1: Output; O: Input
Return :
TRUE (1): Success;
FALSE (0): Fail (Initial error, or call by pointer error, or hardware problem)

BOOL SetGPIOConfig(WORD Mask)
Set GPIO configuration
Mask ([15:0]): In/Out, pin setting by hexadecimal bitmask
1: Output; O: Input
Return :
TRUE (1): Success;
FALSE (0): Fail (Initial error, or hardware problem)

BOOL GetGPIO(WORD *DI)
Get GPIO input
DI ([15:0]): Input state, pin setting by hexadecimal bitmask
1: High; 0: Low
Return :
TRUE (1): Success;
FALSE (0): Fail (Initial error, or call by pointer error, or hardware problem)
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BOOL SetGPIO(WORD DO)
Set GPIO output
DO ([15:0]): output state, pin setting by hexadecimal bitmask
1: High; 0: Low
Return:
TRUE (1): Success;
FALSE (0): Fail (Initial error, or hardware problem)

BOOL GetWDT(DWORD *WDT)
Get watchdog timer setup

WDT: watchdog timer setup
Unit: second. (Range: 0 ~ 65535 sec, 1093 ~ 65535 min (=65580 ~
3932100 sec))

Return:
TRUE (1): Success;
FALSE (0): Fail (Initial error, or call by pointer error, or hardware problem)

BOOL SetWDT(DWORD WDT)
Set watchdog timer setup

WDT: watchdog timer setup
Unit: second. (Range: 1 ~ 65535 sec, 1093 ~ 65535 min (=65580 ~
3932100 sec))

Return:
TRUE (1): Success;
FALSE (0): Fail (Initial error, or setup 0 error, or hardware problem)

BOOL CancelWDT()
Cancel watchdog timer
Return:
TRUE (1): Success;
FALSE (0): Fail (Initial error, or hardware problem)
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APPENDIX C : Power Consumption

Testing Board EMBC-2000
RAM DDR3L 1866 8GB x1
USB-1 USB Keyboard Microsoft Wired Keyboard 600
USB-2 USB Mouse Logitech M105
USB-3 USB Flash ADATA 3.0 16GB
USB-4 USB Flash Transecnd 3.0 16GB
CFAST N/A
SATAO Intel® SSD E5400s 120GB
SATA 1 Toshiba HDD MQO1ABD050 500GB
LAN 1 (1210) 1.0Gbps
LAN 2 (1210) 1.0Gbps
Graphics Output HDMI
Power Plan Balance (Windows 10 Power Plan)
Power Source Chroma 62006P-100-25
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C.1 Intel Atom® x7-E3950 1.6GHz (Apollo Lake)
(2M Cache, up to 2.00GHz) Without Turbo Mode

Power on and boot to Win 7 (64-bit)

Standby Mode i
Power y Sleep Mode idle status CPU

CPU usage less 3%

Max Max Max Max Max Max
Current Consumption FCurrent (‘Consumption| Current Consumption

Input

ApolloLake| 1o | g247a | 0296w | 0.186A | 0223w | 0.838A | 10.06W
x7-E3950

Power on and boot to Win 7 (64bit)

Run 100% CPU Run 100% CPU
usage without 3D usage with 3D
Max Max Max Max
Current Consumption Current Consumption
Apollo Lake
x7-E3950 12V 1.119A 13.43W 1.603A 19.24W

C.2 Intel Atom® x7-E3950 1.6GHz (Apollo Lake)
(2M Cache, up to 2.00GHz) With Turbo Mode

Power on and boot to Win 7 (64-bit)

Standby Mode i
Power J Sleep Mode o & SEIE CF:,U
usage less 3%

Input
Max Max Max Max Max Max
Current Consumption FCurrent (‘Consumption| Current Consumption

CPU

Apollo Lake
x7-E3950 12V | 0.274A 03.29W 0.187A 02.24W 0.885A 10.62W

Power on and boot to Win 7 (64bit)

Run 100% CPU Run 100% CPU
usage without 3D usage with 3D
Max Max Max Max
Current Consumption Current Consumption
Apollo Lake
<7-E3950 12V 1.271A 15.25W 1.702A 20.42W
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APPENDIX D : Supported Memory &

Storage List
D.1 Test Item
Testing Board EMBC-2000
Memory Test Version : 5.1
Burn-in Test V8.1

Memory Burn-in Flash Remove

Channel Sleep Hibermate Reset CPU-Z

Test Test BIOS Battery

! PASS | PASS | PASS | PASS | PASS PASS PASS | PASS

(Socket 1)
D.2 NON-ECC
Test Temp.
Brand Info (Celsius)

250C
Vecow 4GB 240PIN DDR3L-1333 SODIMM M340L-W28M1 =
25°C
Kingston 2GB 240PIN DDR3L-1600 SODIMM KVR16LS11S6/2 o
250C
Kingston 4GB 240PIN DDR3L-1600 SODIMM KVR16LS11/4 =
25°C

Crucial 4GB 240PIN DDR3L-1600 SODIMM CT51264BF160B..
C8FER P
250C
Kingston 8GB 240PIN DDR3L-1600 SODIMM KVR16LS11/8 =
] 25°C

ATLA 4GB 240PIN DDR3L-1866 SODIMM AD3SST4GG6WB
DMGEL Py
] 25°C

ATLA 8GB 240PIN DDR3L-1866 SODIMM AD3SST8GSAWE
DMGEL P
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D.3 Supported Storage Device List

Type Vendor Model Capacity

mSATA Intel Intel-310 SSDMAEMC080G2 80GB
Kingston SUV400S37/120G 120GB

Innodisk 3MG2-P DGS25-64GD81BC1QC 64GB

Intel SSD 540s SSDSC2KW120H6 120GB

SRS Intel SSD E 5400s SSDSC2KR120H6 120GB
MEMXPRO 2.5" SSD M3A 128GB 128GB

LITE-ON K8-L1256 256GB

LITE-ON K8-L1512 512GB

SATAHDD TOSHIBA MQO1ABF050 500GB

** If more help is needed, please contact Vecow Technical Support.**
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APPENDIX E: Install Win11
(BIOS TPM Setting)

Step 1 Click on “Advanced”, then click on “PCH-FW Configuration”

Aptio Setup Utility - Copyright (C merican Megatrends, Inc.

¥ FCH-FW Configuration

Step 2 Click on “PTT Configuration”

Aptio Setup Utility - Copyright (C 2 American Megatrends, Inc.

» PTT Configuration
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Step 3 Click on “dTPM” (TPM Device Selection)

Aptio Setup Utility - Copyright (I American Megatrends, Inc.

TFM Dewi selection

Aptio Setup Utility - Copyright (C) American Megatrends, Inc.

TPH Device Selection [dTPHM]

Step 4 Please save the BIOS settings by pressing F4. Please press Enter
when the pop-up window which asks “Save configuration and exit?”
appears. The computer will then restart.

Fptio Setup Utility - Copuright (I American rends, Inc.

TPHM Dewice Selection [dTPHM]
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Step 5 Click on “Trusted Computing”

Aptio Setup Utility - Copyright (C American Megatrends, Inc.

» Trusted Computing

Step 6 If the window shows “TPM2.0 Device Found Firmware Version:5.62”,
then the setting is completed.

Aptio Setup Utility - Copyright (C American Megatrends, Inc.

security Device Support [Enable]

** If more help is needed, please contact Vecow technical support **
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vecow

For further support information, please visit www.vecow.com

This document is released for reference purpose only.

All product offerings and specifications are subject to change without prior notice.

No part of this publication may be reproduced in any form or by any means, electric, photocopying, or recording,
without prior authorization from the publisher.

The rights of all the brand names, product names, and trademarks belong to their respective owners.

© Vecow Co., Ltd. 2023. All rights reserved.
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